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As actuaries, we are in the business of risk and uncertainty — we
estimate it, model it, analyze it, and assess it. Depending on our
appetite, we either accept the risk, manage it, mitigate it, or try to
eliminate it altogether. Doing nothing is generally not an option.

The universe of risks is unlimited. Changes in products, processes,
and the environment, as well as in the global, regulatory, and digital
landscape, give rise to new risks and potential opportunities.

This collection of articles on enterprise risk management (ERM)
from the Canadian Institute of Actuaries (CIA) highlights new and
emerging hot topics taking centre stage in today’s world of risk
management. The articles are written by subject matter experts,
both actuaries and non-actuaries, giving us their own professional
opinions and experiences.

Topicsinclude: ERM maturity, climate change, ERM for pension plans,
cannabis legalization, algorithm risk, cyber risk, and risk culture.
Risk practitioners should evaluate how to respond and adapt to
these new risks, which may impact business models, resources,
processes, and systems for their companies. Organizations may
need to elevate their ERM capabilities in light of them.

The CIA’s Enterprise Risk Management Practice Committee (ERMPC)
would like to acknowledge the authors who have provided us with
these thought-provoking articles. In addition, this publication could
not have been possible without the efforts from our committed
volunteers and the staff at the CIA Head Office.
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Well, October 17, 2018, came and
went, and it seems like the world,
or at least the small part we Canadians
occupy, hasn’tfallen apart yet. The only
thing I noticed one cold day in January, as
Iwandered through the PATH in Toronto,
was the pungent smell of burnt grass
wafting in from the outdoors. It was
during the lunch hour, after all.

Seriously though, should we be
concerned about the legalization of
cannabisin Canada? Is smoking canna-
bis any different than consuming alco-
hol? Is the insurance industry ready for
the multitude of potential policyholders
about to acknowledge on their insur-
ance applications that they enjoy the
occasional puff? What are the long-term
effects on mortality as a result of smok-
ing cannabis? How are we, as actuaries,
going to assess this new risk?

Understanding what
cannabisis

Cannabis (a.k.a. marijuana) is a plant
that can grow in varied climates and
produces a psychoactive chemical called
tetrahydrocannabinol (THC). This chem-
ical is found within the flower buds of the
plant. The bud itself can be smoked or
the active ingredient can be extracted
as an oil. Both can also be used in food
ordrinkasan “edible”. THC, once in your
blood system, acts on certain brain cell
receptors, and provides euphoria and
a sense of relaxation. Other common
effects (NIDA 2018), which may vary
dramatically among different people,
include heightened sensory perception,
laughter, altered perception of time, and
increased appetite (but | don’t think |
needed to explain that to anyone!).

Cannabis use in Canada

According to arecent study by Statistics
Canada, cannabis use has notincreased
since its legalization (Statistics Canada
2019a). One reason could be that the
legalization is fairly recent and it will take
time before we see its impact. Another
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reason is that the legal supply and distri-
bution of cannabis is still limited. It will
be interesting to see how these stats
compare a year or two from now.

Table 1 shows cannabis use in 2018
by quarter in Canada. The results are
based onself-reported use. Although not

According to the National Institute on
Drug Abuse, it would seem that canna-
bis can be psychologically addictive but
not physically addictive (Canadian Public
Health Association 2018). Cannabis with-
drawal symptoms can include moodi-
ness, sleeplessness, decreased appetite,
and anxiety ... sounds like me without

Just like any substance we use or eat, in order

to gain a certain level of satisfaction you may

need to consume more each time, and use

can lead to abuse.

explicitly stated in the documentation,
one needs to consider that these results
have an element of under-reporting. The
table shows cannabis use by province,
gender, and age groups.

Is there going to be a large
increase in the use of cannabis
now that itis legal?

My own view is there will not be a large
increase in usage. Those who have never
used it may try it once because they are
curious. However, the likelihood that
these people will use cannabis on a
consistent basis in the future will proba-
bly be low. Figure 1 shows the percentage
ofthe Canadian population using canna-
bis from 1960to 2015. As you will notice,
there was an increasing trend in canna-
bis use starting in 2010. This was primar-
ily driven by the age 25-44 cohort (see
Figure 2). Theincreasing trend occurred
well before cannabis became legal.

Can recreational cannabis use lead
to addiction?

Just like any substance we use or eat, in
order to gain a certain level of satisfac-
tion you may need to consume more
each time, and use can lead to abuse.
Alcohol, nicotine, cannabis, caffeine,
and even sugar can be addictive.

my morning coffee. In addition, quit-
ting the drug may cause various forms of
physical discomfort such as abdominal
pain, tremors, sweating, fever, chills, and
headache that can last up to two weeks.

Impact of the legalization of
cannabis use on the insurance
industry

Do cannabis users exhibit the same
mortality as non-smokers?

According to a few studies, cannabis
smoking does not lead to higher mortal-
ity relative to a non-smoker.

In one study, Cannabis Smoking and
Lung Cancer Risk (Zhang et al. 2015),
cannabis users within a group of lung
cancer cases were compared with canna-
bis users within a control group. The
results showed only a weak relationship
between cannabis use and lung cancer.

The second study, Associations between
Cannabis Use and Physical Health
Problems in Early Midlife (Meier et al.
2016), involved a cohort of just over
1,000 individuals born in New Zealand
in 1972 and 1973 who were tracked from
birth to age 38. The study measured
the change in certain health indicators
between the ages of 18 and 38. Other
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than poor periodontal health among
cannabis smokers, there were no nega-
tive impacts on other health indicators
such as lung function, systemic inflam-
mation, and metabolic health.

Given this information, it seems that a
non-smoker and a cannabis smoker are
expected to have the same mortality
outcome. | was just as surprised when
our medical director tried to explain
this to a group of actuaries ... though |
would like to see a few more pieces of
evidence to support this fact before I’ll
be fully convinced.

What are the long-term effects of
cannabis use and how will it impact
mortality improvement and overall
health status?

One could argue that some of these
effects may already be built into our
experience data, either within the

Figure 1, from 1970 to 2010, the percent-
age usage of cannabis remained fairly
stable, hovering between 10 per cent
and 14 per cent, with the exception for
the period around 1992.

Will the easy access to cannabis
lead to an increase in accidental
death or injury?

One of the biggest concerns | keep
hearing is the dangers of people driv-
ing “high”. Studies (Aydelotte et al.
2017; Tefft et al. 2016) were performed
on the number of driving deaths as
a result of cannabis use shortly after
the drug was legalized in the states of
Colorado and Washington. The first
study, conducted one year after legal-
ization, showed a bump in fatalities.
However, a follow-up study a few years
later showed no significant change
compared to pre-legalization.

To answer these questions properly, we need

to start analyzing the data we are already

collecting, so that more refined mortality

studies can be performed. We also need to

develop key leading indicators on the business

we accept to determine if any action is required

during the underwriting assessment phase or if

changes are needed to mortality assumptions.

general population or within a compa-
ny’s own book of business. Although the
insurance industry has been accepting
healthy “occasional” cannabis smokers
as non-smokers only in recent years,
there may be some undeclared use
within the insured population. The two
studies referred to above would lead you
to conclude thatif there was animpactit
would be small. Finally, referring back to
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What are some of the risks that
we need to address in the life
insurance industry?

The biggest risk we face is trying to deal
with the unknowns or the soft data. We
need to question the dataon usage and
how reliable it can be. Despite the stud-
ies on cannabis use and mortality, due
to the level of subjectivity | don’t think

they parallel a typical mortality study we
would conduct within our companies.
Another question is whether the preva-
lence willincrease. Just because canna-
bis is now legal, will more people use it?

For example, if we assume that an addi-
tional 15 per cent of the population use
cannabis on a repeated basis, and their
mortality is equivalent to that of a smoker
and there was no correlation to tobacco
use, it would require an additional 25
per cent load to non-smoker life insur-
ance premium rates. This would include
in-force business as well.

To answer these questions properly, we
need to start analyzing the data we are
already collecting, so that more refined
mortality studies can be performed. We
also need to develop key leading indica-
tors on the business we accept to deter-
mine if any action is required during
the underwriting assessment phase
or if changes are needed to mortal-
ity assumptions. As risk management
practitioners, we can start by tracking
whether we see an increase in canna-
bis use via the information provided on
insurance applications and cross-refer-
ence this information with publicly avail-
able data on cannabis use.

Other possible indicators may be
changes to causes of deaths and
frequency, including asking for addi-
tional information at time of claim, such
as alcohol use, cannabis use, and exer-
cise. As we move towards an age of digi-
talization, | wonder whether predictive
analytics and machine learning can be
used to help us get ahead of the curve
in analyzing the risk of cannabis use,
instead of being stuck in the “weed"”s.
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Table 1: Cannabis use in Canada (% of population)

2018 Q1 2018 Q2 2018Q3 2018 Q4
Canada 14.0 15.6 15.2 15.4
Newfoundland and Labrador 16.4 18.1 16.1 19.2
Prince Edward Island 14.1 19.2 15.0 17.9
Nova Scotia 20.0 21.0 23.0 21.6
New Brunswick 14.3 17.3 13.8 18.9
Québec 10.4 10.6 10.1 13.6
Ontario 13.5 17.8 15.1 15.4
Manitoba 16.6 15.1 18.9 15.1
Saskatchewan 15.1 9.9 15.7 16.5
Alberta 16.6 15.6 17.0 16.2
British Columbia 171 17.3 20.0 153
By gender
Male 15.8 19.1 17.5 19.4
Female 12.2 12.2 12.5 1.3
By age group
15-24 years 23.2 32.7 27.0 27.4
25-34 years 26.1 26.9 24.5 23.2
35-44 years 15.9 14.9 16.5 17.5
45-54 years 8.2 10.6 12.0 12.8
55-64 years 9.4 10.0 9.9 10.4
65 years and over 4.0 3.4 4.9 5.2
Source: Statistics Canada 2019b.
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Igorithms are becoming increas-

ingly ubiquitous in our day-to-day
living. With the rise of advanced data
analytics, faster processing power, and
growing cognitive computing capabili-
ties, the meaning of the term “algorithm”
has gone through a transformative
shift, from being rules-based computer
programs to intelligent agents inform-
ing, or even making, decisions in ways
similar to the human brain.

These decisions often give rise to social
or societal consequences, ranging from
targeted advertising and product and
credit offers to hiring, automated driv-

ing, and personalized medicine. We are
entering a time when algorithms rule,
which is why the aftermath of “algo-
rithms gone wild” can lead to astronom-
ical financial and reputational losses.

In the past decade, high-profile algo-
rithm failures have already made inter-
national headlines. The 2010 Flash
Crash, caused by algorithmic trading,
triggered a 9 per cent drop in the Dow
Jones Industrial Average within minutes.
In the initial lead-up to Hurricane Irma
in 2017, the yield management algo-
rithms of Delta Airlines raised airfares
to an unethical extent as an automated
response toademand shockin the state
of crisis. Most recently, the Maneuvering
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Characteristics Augmentation System
(a set of sensors and algorithms) of the
Boeing 737 Max aircraft was suspected
to be the culprit of two plane crashes
in 2018 and 2019, killing a total of 346
people onboard the flights.

Algorithmic risks can arise from each
stage in the automated or semi-auto-
mated decision-making process: from
data input to algorithm design and
outputdecisions. As we move away from
rules-based to machine-learning solu-
tions, algorithms begin to break free of
strictly coded protocols, and assimilate
new “rules” based on data.

The implication is that these algorithms
are, at best, only as good as the data
feeding into them, which are at the risk
of being incomplete or extraneous,

or contain societal biases that require
human intervention to counterbalance
the negative impacts on the outcomes.

For example, research found thatin 2015
Google’s algorithms were much more
likely to show advertisements of highly
paid jobs to male job seekers than female,
implying that gender was a “consider-
ation” that drove its decision-making
outcomes. Although gender may very
well be a valid predictor according to
data, the outcome of exacerbating the
gender pay gap would be inconsistent
with the company’s mission and values.

Similar to classical statistical model-
ling, the design of machine learning

Algorithms gone wild

algorithms is vulnerable to a variety of
risks such as flawed modelling/calibra-
tion techniques, logic, or assumptions.
But more importantly, a unique set of
risks arise from their opacity (i.e., their
“black box” nature). Such opacity comes
in three distinct forms (Burrell 2016):

e The first is intentional corporate
secrecy - if companies adopt propri-
etary solutions, the inner workings
of its algorithms are considered to
be its trade secrets and would not
be visible to the users.

* Thesecondistechnicalilliteracy —an
algorithm may be completely open-
source but remains a “black box”
since reading and writing code (well)
is a specialized skill set possessed
only by the minority.

* The third resides in the characteris-
tics of the algorithms together with
the scale required for meaningful
applications - this form of opacity
goes beyond technical illiteracy, as
atechnician may be able to compre-
hend the code but unable to under-
stand how the routines operate in
action or give rise to conclusions
in a realistic production environ-
ment, due to their high degree of
complexity, high dimensionality, and
theintricacy of inter-linkages among
numerous subroutines.

The key takeaway is that companies
should strive to understand why opac-
ity exists, and situate it in the context
where algorithms are deployed, rather
than taking opacity asaninherent trait.
Targeted risk management strategies,
such as algorithm audit or validation,
can be devised to effectively mitigate
potential losses.

The decision outputs of algorithms are
vulnerable to the risk of being misin-
terpreted or misused - such risks are
especially prominent when opacity
is high. Opacity also leads to a multi-
tude of risks arising from ethical dilem-
mas, where algorithms are deployed on
making socially consequential decisions
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that cannot be easily explained to the
affected individuals.

For example, breast cancer prediction
algorithms may improve the predictive
power of susceptibility from a mathemat-
ical point of view, but medical specialists
may not be able to pinpoint why such
indications of propensity exist, putting
the patient in the position of making
serious life choices in the dark.

Cyber security isalso agrowing concern
in this modern age of connectivity.
Companies should also be aware of IT
security risks, as their susceptibility
to being hacked can negatively affect
their data, algorithms, and output, which
would forcibly push them to arrive at
flawed outcomes.

It is important to understand that with
the buzz surrounding InsurTech, it can
only mean that we are starting to seeand
hear more about algorithms being lever-
aged and integrated as part of modern
insurance solutions.

There is no question that algorithms
are the future for driving efficiency
and value. As insurance companies
continue to look into algorithmic use
cases in areas such as pricing, driver
performance analysis, claim processing,
fraud detection, and consumer senti-
ment analysis, there are several pressing
questions that need to be considered:

* Are companies aware of the pres-
ence of algorithmic risks?

* Howdocompaniesdevelop policies
and cultivate a corporate culture
that ensures algorithmic risks are
understood across its functions?

* What does an effective algorith-
mic risk management framework
look like?

* Whatarethe ethical considerations
surrounding automated decision
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making, including data collection
and privacy concerns?

e Who are theright talents in the era
of algorithms?

* What are the new skill sets actuar-
ies need to acquire?

* How do we retain full control over
the technologies that are impact-
ing our lives and making the deci-
sions for us?

Regulators are picking up their pace by
introducing reactive legislative measures
to regulate algorithmic decision making.
The European Union’s General Data
Protection Regulation (GDPR) (EU 2016),
which took effectin 2018, poses restric-
tions on algorithms that make decisions
based on user-level inputs, stressing an
individual’s “right to explanation” when
subjected to an algorithmic decision that
significantly affects them. Most impor-
tantly, it explicitly states that an individ-
ual shall have the right not to be subject
to a decision based “solely” on auto-
mated processing, including profiling.

The 2016 Digital Republic Act of France
imposes stricter rules than the GDPR
on the public sector by extending such
a right to include decisions merely
“supported” by algorithmic process-
ing. Morerecently, in 2019 US lawmakers
arerecognizing the increasing impact of
algorithms onindividuals and are push-
ing for algorithms to be tested for biases
before production (US Congress 2019).

Nonetheless, regulations on algorithmic
decision making are largely at an early
stage, focusing primarily on transparency
(i.e., opening the “black box”) in order to
promote accountability. While transpar-
ency lays the groundwork for assessing
fairness and probity, there still lacks a clear

set of standards for establishing sound risk
management, and for ensuring that ethi-
cal considerations are at the forefront of
algorithm design and deployment.

Auditing firms have been quick to extend
theirservices to include algorithm audit
and assurance services. They play avital
role in the overall ecosystem of algo-
rithmic risk management, as ultimately
algorithm audit requires a multitude of
interdisciplinary expertise, including
computer science, statistical learning,
ethics, legal, professional skepticism,
and communication. Auditing firms will
need to evolve their auditing standards
and guidelines to capture algorithmic
risk, and develop the means to measure
the appropriateness of algorithm
designs and decision-making processes.
Challenges, such as rapid technologi-
cal advancement in algorithm designs,
regulatory movements, consumer senti-
ment, data privacy, and cyber security
concerns, need to be considered and
closely monitored to ensure success.

The future of algorithms is already here
and the various stakeholders in our
Canadian ecosystem need to play their
partin order to become better educated
on its potential risks, and demand that
algorithms be safely deployed for
commercial use and scrutinized with
the lens of public security.
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I nsurance companies have adapted
to the remarkable increase in cata-
strophic (cat) claims over the past
decade. Nevertheless, changes in the
climate will introduce significant new
risks and opportunities for property and
casualty (P&C) insurance companies
over the next 10 years and beyond. This
includes underwriting, claims, opera-
tional, investment, reputational, and
regulatory risks and opportunities.

Insurance is the business of managing
risk. P&C insurance includes the risk of
loss and damage due to catastrophic
events like flood, wildfire, severe wind,
hail, lightning, winter storms, and other
severe weather hazards.

Governments have been pursuing two
policy files that include addressing
catastrophic risk: climate change and
disaster management. A third policy
file — financial stability — is opening as a
result of the failure to achieve the inter-
national policy goals set out for climate
change and disaster management.

The policy discussion on climate change
was formally launched at the Earth
Summitin 1992. The goal - first estab-
lished 27 years ago and clarified in the
2015 Paris Agreement - is to reduce
global greenhouse gas emissions to
stabilize the global average temperature.
However, global emissions continue to
increase, not fall, and the temperature
is rising, not stabilizing.

In 1989, Canada and most other countries
established the International Decade
for Natural Disaster Reduction. In three
subsequent international agreements
the policy goal over the past 30 years
has been to reduce the direct damage
resulting from disasters. However, disas-
ter damage increased alarmingly, and
the underlying driving factors warn that
losses will increase further.

Early in 2019, the World Economic
Forum identified the increasing risk of
damage from severe weather and failure
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to achieve the mitigation and adaptation
goals of climate change as the two lead-
ing global risks over the next 10 years.

Mark Carney, Governor of the Bank of
England and past Chair of the Financial
Stability Forum, warned that failure to
adequately address climate change risks
is an emerging threat to the stability

and larger emitters introduces uncer-
tainty and presents opportunities for
insurers, lenders, and investors.

Massive investments are needed to
support the transition to a low-carbon
society. This includes construction of
energy-efficient homes and buildings,
supporting the transition to electricand

Massive investments are needed to support the

transition to a low-carbon society. This includes

construction of energy-efficient homes and

buildings, supporting the transition to electric

and hybrid vehicles, and the development of

carbon-capture and carbon-storage technology.

of the financial system. He addressed
three critical trends that present risk
and opportunity for insurance compa-
nies, banks, and investors:

* therising risk of physical damage

* increased climate-related litigation

e investmentrisk related to the transi-
tion to a low-carbon future

Over the past 40 years, cat claims paid
by Canada’s insurers have doubled every
fiveto 10 years. Large increasesin phys-
ical damage have also been evident
in most other countries. Moreover,
a number of factors threaten further
increases in the years ahead, including
growth in structures located in areas at
risk, aging infrastructure, and expecta-
tion ofincreased frequency and severity
of extreme weather events as a result of
climate change.

Climate-related litigation also increased
over this period. In particular, there has
been a surge in legal challenges in the
United States over the past 10 years
addressing an expanding range of
issues. Litigation targeting governments

hybrid vehicles, and the development
of carbon-capture and carbon-stor-
age technology. The transition will be

driven by changes in technology, shift-
ing consumer expectations, and govern-
ment regulations/taxes. The transition
presents significant opportunities and
risks, including investmentrisk for insur-
ance companies.

The insurance industry in Canada has
adapted to the increase in cat claims. In
particular, the industry reported a modest
overall underwriting profit in 15 of the



past 16 years despite the remarkable
increase in cat claims paid. Thisincluded
Canada’s most costly flood (Calgary
2013), hurricane (Juan 2013), hailstorm
(Airdrie 2014), wildfire (Fort McMurray
2016), tornado (Ottawa 2018), and severe
wind event (Ontario 2018). Moreover,
the industry expressed its willingness
to expand coverage, at a fair premium,
to address uninsured or underinsured
hazards. This included the introduction
of residential flood coverage (2015).

Through 2030 and beyond, severe
weather and climate change are
expected to introduce significant risks
and opportunities for Canada’s insur-

ance industry. These will include under-
writing, claims, operational, investment,
reputational, and regulatory risks and
opportunities.

Firstand foremost, therising risk of phys-
ical damage presentsinsurance compa-
nies with an opportunity for growth. This
isaccompanied by the need to ensure rate
adequacy and appropriate reinsurance
cover. Rate regulation disrupts insurer
efforts to ensure rate adequacy in the
United States, but this interferenceis not
found in the Canadian property markets.

Many factors are expected to contrib-
ute to rising damage claims, including
aging infrastructure increasingly unable
to cope with severe weather events;
changes in consumer behaviour, like
conversion of basements to living areas;
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and more frequent intense weather
hazards. These concerns will be offset
for homes and businesses that invest
in climate-resilient construction of new
buildings and renovation to existing
buildings. Much effort will be required
to ensure that insurance pricing appro-
priately reflects the risk of loss.

Rising cat claims present increased
opportunities and risk for claims
management. Cat claims represent a
growing share of property damage. Cat
events are concentrated across time and
geography; several events can come
overashort period of time, and there can
be anincreased risk of total loss claims.
Cat claims management will continue
to evolve, including development of cat
response teams and use of specialized
external support.

Insurers need to manage operational
risk resulting from more extreme events.
Employees may experience personal
losses that disrupt their capacity to work,
insurance facilities may lose power, and
buildings may be damaged. Current
business continuity plans may be insuf-
ficient for the anticipated future risks.

The transition to a low-carbon econ-
omy will introduce investment risk and
opportunity for insurers, lenders, and
investors. Significant funds are needed
to help businesses and homeowners
invest in climate resilience measures.
Governments seek partners toinvestin
infrastructure renewal, including proj-
ects that will reduce the risk of severe
weather damage. However, investors
may be subject to regulatory and tech-
nological climate risks, with the threat
of sudden shifts in asset values and
stranded assets.

Climate change introduces reputational
risk for companies, including insurance
firms, that are not actively managing
their environmental impact.

Failure to address climate changeisintro-
ducing regulatory risk and opportunity

forinsurance companies. The Task Force
on Climate-related Financial Disclosures
is developing international disclosure
guidance for insurance companies
and seven other industry groups. The
Office of the Superintendent of Financial
Institutions, the Autorité des marchés
financiers, and the Canadian Council
of Insurance Regulators are reviewing
their supervision of climate risks. In
2019, the Expert Panel on Sustainable
finance will report to the federal minis-
ter of Finance, and the Bank of Canada
launched a climate research program.
Concern about financial stability is a
foundation of this new regulatory inter-
est in lending, insurance, and invest-
ment practices.

Insurance companies in Canada success-
fully adapted to the increasein cat claims
over the past 20 years and will be chal-
lenged again by the risks and opportu-
nities introduced over the next 10 years
and beyond.
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“Are we there yet?” Advancing your organization’s ERM capability to the next level of maturity

RM within insurance companies

is at a critical stage of evolution.
The chief risk officer (CRO) role is still
finding its place within organizations,
and risk professionals have emerged
from diverse backgrounds. Attention
and effort have focused on responding
to the regulatory requirements, which
can take some time to address.

You've got the following checked off
your list:

I Appointed a qualified and indepen-
dent CRO or head of the ERM function.

VI Mandated board and management
risk committees.

VI Implemented a “three lines of
defence” operating model or appro-
priately robust structure.

1 Approved ERM frameworks and poli-
cies that comprehensively outline the
vision and expectations for ERM, as
well as how risks are governed.

VI Developed a common risk taxon-
omy and an inventory of key risks
and controls.

I Articulated risk appetite with
succinctly defined statements.

V] Selected key risk indicators (“KRIs”)
that underpin your risk appetite with
defined limits and early-warning trig-
gers, and regularly monitor actual risk
profile relative to your risk appetite.

I Assessed and quantified the most
material risks facing the organization
and performed stress tests to deter-
mine capital requirements.

It can take many years to bring an orga-
nization’s ERM program up to speed
with the regulatory requirements and
expectations. It is no easy feat to get
to this point.

You’'re all done now ... right?

While taking a regulatory tick-the-box
approach is a strong start, it is also the
end for many organizations in the matu-
rity of their ERM capability. Upon closer
examination, perhaps those boxes aren’t
covered off as well as you first thought.
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Complacencyis dangerous. You can oscil-
late around the checklist indefinitely. It
is not a once-and-done exercise. What
worked for you in the past may not be
what is needed now. Constant change
will keep you busy to ensure that the
boxes you’ve checked continue to remain

But ultimately the purpose of ERM is to
protect the organization from inadver-
tently taking on risks that it never intended
to, and to direct attention to opportuni-
ties to strategically assume more risk or
toengageinrisk arbitrage. Checking the
boxes is necessary, but it is not enough.

Your ERM frameworks, policies, and reporting

may be developed, but are you truly living

them in action?

checked. We operate in a dynamic envi-
ronment where risks, strategies, the
organization, and the competitive land-
scape are endlessly evolving. Emerging
risks posed by cyber, analytics and arti-
ficial intelligence advancements, mari-
juana legalization, shifting population
demographics, and climate change are
alltopical examples of issues thatimpact
the design of our ERM programs and the
prioritization of our risk mitigation effort.
Regulators also release additional ERM
expectations, which expand our checklist.

Regulatory guidelines that were
intended to help organizations gain
ground with their ERM programs and
provide senior management and board
members with role clarity have become,
in many cases, the raison d’étre for the
CROrole and dedicated risk profession-
als within insurance companies.

Where do you go from here?

It can be difficult to change gears and
progress to the next level. How can we
support this shift? To truly entrench ERM
asastrategic enabler of the business, the
hard work must begin. ERM capability
can successfully advance in maturity
when you actively deploy your “regula-
tory” toolbox and integrate it into your
organizational culture. Two powerful
levers to achieve this are embedment
and constructive challenge.

1. From earmarked to embedded
(awareness, ownership, decision
making)

ERM is most effective when it perme-
ates an organization’s culture so that
every employee recognizes that they
have arole to play when it comes to the

Who knows that your enterprise senior

management risk committee exists and what

its mandate is?

Given how much work it takes to develop
these items in your ERM program, it can
feel like having themis enough ... butit’s
not. The regulatory requirements are a
good start since they provide people with
the tools needed to do their jobs better.

management of risk. Risk is not some-
thing that is managed only by ERM
professionals, senior management,
the CRO, or the board. There are a few
questions you can explore to objectively
assess your current state of embedment.
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Your ERM frameworks, policies, and
reporting may be developed, but are
you truly living them in action?

They need to be communicated,
understood, followed, and accurately
portray how the most material risks are
managed. In other words, they must be
more than words on paper. To really put
your governance into practice, the prin-
ciples and processes you’ve defined to
manage risks must be putinto play when
making decisions.

Canyou think of asituation where you
would have expected an employee
to raise or act on a risk concern, but
they didn’t?

Even the best constructed policy guid-
ance and risk monitoring won’t address
every circumstance. Risk situations
will arise that weren’t contemplated,
and an organization whose employees
have embraced a strong risk aware and
ownership culture will look beyond the
letter of the law to the spirit of the law to
ensure that the proper escalation occurs,
and the right risk-informed decisions
are made. Your employees will fill in
the gaps and appropriately map to the
circumstance.

Who knows that your enterprise
senior management risk committee
exists and what its mandate is?

All of your employees must understand
how and when to escalate issues to that
committee; it should not be acommittee
just for the CRO or for the ERM team to
bring forward issues. The typical distinc-
tion between items that are risk rele-
vant and items that are not is rooted in
the regulatory checklist. Often strate-
gic management issues are reserved
for a separate C-suite discussion and
not tabled at the enterprise senior

2. From facilitation to constructive
challenge (trust, safety, credibility)

Identifying, assessing, mitigating,
measuring, and monitoring risks on an
aggregate basis requires a tremendous
amount of knowledge about the organi-
zation and the industry in which it oper-
ates. It is not surprising that many ERM
professionals take on the role of facilitator,
drawing on the specialized knowledge

Can you think of a situation where you would

have expected an employee to raise or act on

a risk concern, but they didn’t?

management risk committee. Separate
enterprise senior management risk
committees make the artificial distinc-
tion between risk and strategy neces-
sary. Seamlessly blend the grey areas
so that risk becomes a natural part of
everything that you do. Incorporate risk
directly within the already recognized
enterprise authority structure. Where
those do not exist, then it makes sense
to createanew venuetostart those inte-
grated conversations. Talk about what
the business is trying to achieve and then
wrap risk around that.

that exists within many roles and assem-
bling the collective wisdom. Thisisavery
important exercise for an organization to
undertake and an equally important skill
setforan ERM professional to hone. But
thereis more that can be gained beyond
collecting the input from our experts
and moving on. ERM professionals are
in the privileged position of observing
activities across the enterprise and they
operate with independence. By looking

NN e N
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“Are we there yet?” Advancing your organization’s ERM capability to the next level of maturity

across the organization, they can iden-
tify inconsistencies and spot cross-func-
tional opportunities. As a second line of
defence oversight function, they are not
accountable for the operational decisions
of the business, but they can influence

ensure that everything has been consid-
ered and that there are no blind spots
or “sacred cows” that are off the table
for deliberation. This is their role and
it can come with battle scars. A knowl-
edge and/or power imbalance within

The ERM team should be a training ground
for top talent as they rotate throughout the

organization and fortify its culture

those decisions. How do you enable this
independent enterprise perspective to
be brought to the table and effectively
influence decisions? There are some key
actions you can take to allow constructive
challenge to flourish.

Position your ERM leaders as strategic
advisors on the business, not as tattle-
tales. Challenge for the sake of challenge
is hot constructive, nor does it build
trusting relationships. ERM leadersand
business leaders must actively commu-
nicate with one another and examineall
sides of an issue to develop alternative
solutions. ERM tools can provide an unbi-
ased yardstick to anchor those discus-
sions. A mutually agreeable resolution
may not be achievable, but this exercise,
if done correctly, will result in a more
robust consideration of the options,
thereby strengthening the resolve in
the ultimate decision that is made. If
leaders trust that they will be engaged
fairly, then there should be no fear of
threat when there is disagreement.

Constructive challenge is a critical
competency thatisenabled by the safety
that comes from independence and
stature, and the credibility that comes
with education and experience. ERM
leaders need to speak up, especially
when thosein the business feel that they
cannot. They have a platform to shine
aspotlight on different perspectives to
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any discussion venue can intimidate and
prevent the expression of constructive
challenge. And an organizational culture
that shies away from productive conflict
can label ERM leaders as antagonistic.
Our tendency for conformity can liter-
ally change what we see (Clearfield et
al. 2018). Organizations must lessen
“the pain ofindependence” to cultivate
diverse viewpoints.

“If you can articulate what desirable,
healthy, productive tensions look like,
you can prevent people from interpret-
ing diversity of thought as a dysfunc-
tional dynamic,” advises Liane Davey in
her recently published book, The Good
Fight (Davey 2019). “With heightened
awareness and a shared language, your
team will start to realize that much of
what they have been interpreting as
interpersonal friction has actually been
perfectly healthy role-based tension.”
Differences of opinion are inconvenient
and make us work harder. But creating
an environment where those opinions
are explored up front can prevent devas-
tating missteps.

The ERM team should be a training
ground for top talent as they rotate
throughout the organization and fortify
its culture. Many valued ERM leaders
have worked directly in different areas of
the business. Their experience provides
them with an understanding of what the

risks are and the practical constraints
that exist to mitigate them; they have the
knowledge and insight to meaningfully
challenge the views that are presented.
Likewise, many valued business lead-
ers have worked within an ERM func-
tion at some point during their careers.
They have an appreciation for the diffi-
culty of influencing when you do not own
and have a well-exercised “challenge”
muscle that shapes healthy decisions.

What does a mature ERM
capability look like?

My vision for enterprise risk manage-
ment includes evolving beyond a
well-maintained regulatory checklist
to full deployment of these ERM tools
through embedment and constructive
challenge. Only then can organizations
address what really matters - ensur-
ing that they make risk-informed deci-
sionsin order to increase the success
of reliable outcomes.

Insurance companies are attempt-
ing to manage at an ever-increasing
rate of change, seeking efficiency in
their operations while simultaneously
strengthening financial and opera-
tional resilience. Embedded strate-
gy-risk dialogue and comprehensive
decision-making fortified with diverse
perspectives, are hallmarks of a mature
ERM capability and lend themselves
well to these common efficiency and
resilience goals. We are a workforce
that is learning to embrace the “fail
fast” philosophy; application of our
ERM capability will lessen the likelihood
that our initiatives will fail straight out of
the gate with disastrous consequences.

We look to many areas to enhance our
strategic advantage, from customer
experience to digital and analytics. |
encourage the senior management
and boards of our organizations to also
elevate their ERM capability as a stra-
tegic differentiator.



How ERM creates

value in a pension
plan

LEEANNE K. BARNES

Director, Enterprise and Operational Risk
Management, Strategy and Risk,
Ontario Teachers’ Pension Plan
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l Vor a multi-employer pension plan
such as the Ontario Teachers’

Pension Plan (Ontario Teachers’), the
mission is to deliver retirement benefits
to its members for life. Pension plans
such as Ontario Teachers’ understand
that there is risk inherent in all activi-
ties — from the investment portfolio and
member services to governance, stra-
tegic, and operational decisions made.
To deal with the array of risks that face
pension plans, boards and management
teams have introduced ERM programs.
Further, they recognize that a strong
culture and robust approach to risk
management are fundamental to the
objective to deliver on the pension prom-
ise to members.

This means that ERM at a pension plan
moves beyond the traditional five pillars
ofidentifying, assessing, mitigating and
managing, measuring and monitoring,
and reporting risk. When the value of
ERM is recognized and championed by
the board and management, it cascades
through the organization and embeds
risk consciousness into the culture.
ERM evolves into a strategic enabler by
providing meaningful insights to lead-
ership to support decision making on
organizational priorities and effective
allocation of resources for long-term
sustainability while balancing risk and
reward trade-offs.

Several pension plans established an
ERM program after the global financial
crisis of 2008. Since then many have
matured from a baseline program
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with a goal to grow into a strategi-
cally focused function where existing
internal and external assumptions are
challenged, risk information is effec-
tively communicated, and focus areas
are highlighted. An ERM framework
provides a consistent and straight-
forward approach to articulate risk
appetite and risk across broad cate-
gories and can leverage a governance
structure with escalation protocols to
discuss how to manage existing, new,
and emerging risks.

There are three key enablers that Ontario
Teachers’ believes are important to
support ERM maturity:

e Strong support for ERM from the
board and executive team based
on the value it provides to the orga-
nization. The value is in focusing
attention on risk areas that trigger
in-depth, rigorous discussions on
how to achieve objectives.

e Partnership model with the business
based on trust and transparency.
Engagement with senior leaders
across the organization supported by
executive team risk owners and risk
partners is essential for key insights
to be surfaced.

* Continual evolvution of the risk meth-
odology, where industry best prac-
tices are leveraged and adjusted to
meet the needs of a specific pension
plan, as one size does not fit all.

How ERM creates value in a pension plan

For example, at Ontario Teachers’,
climate change and cyber security
were identified as two important risks
for management to address now in order
to avoid significant negative impactsin
the future. The former might affect the
sustainability of our investment returns
over the long term while the latter is a
potential threat to our systems and data.

Identifying these risks is a good first
step, but value is not realized until the
approaches to mitigate these risks
are adjusted. Ontario Teachers’ has
enhanced investment processes to
systematically consider the potential
impacts of environmental, social, and
governance factors, including those
related to climate change, by engaging
with portfolio companies and external
investment managers to obtain infor-
mation to better understand how they
assess, manage, and disclose climate risk
exposures. We advocate for clear, stable
policies and regulations that foster an
orderly transition to a low-carbon econ-
omy, and support the recommendations
from the Task Force on Climate-related
Financial Disclosures, issued in 2017 by
the Financial Stability Board to promote
climate-related financial disclosures
that are consistent, comparable, reli-
able, and efficient, and provide deci-
sion-useful information to lenders,
insurers, and investors.
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With cyber security we employ acompre-
hensive program to help protect the
organization against data breaches and
other incidents. The program ensures
that appropriate controls are in place
to protect our corporate information
and that these controls are regularly
assessed. Our incident response plans
are regularly tested and practised, so
that the plan is as ready as possible to
manage and recover from cyber secu-
rity or business continuity incidents,
should they occur.

As multi-employer pension plans
continue on their ERM journey they
should be mindful to avoid compla-
cency with their current programs, no
matter how mature. There is always
room for evolution and improvement.
For instance, further advancements
may be around building capabilities to
better understand the interconnected-
ness of risks. This would provide import-
ant insights on key themes and trends
that could impact sustainability.

Another area of focus could be to broaden
ERM engagement to stakehold-

ers at all levels of the

organization
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and externally, through various chan-
nels. This may lead to capturing fresh
perspectives on risks and opportuni-
ties to enhance strategic discussions. By
reinforcing theimportance of day-to-day
risk management and front-line decision
making, ERM may also have a positive
effect on the culture of the organization.
Since enterprise risks are aligned with
enterprise planning, ERM communica-
tion can be leveraged to raise awareness
of the connections between team-level
work and bigger-picture organizational
objectives.

Multi-employer pension plans are
expected to be in business for gener-
ations to come and define corporate
objectives to deliver on their missions.
An ERM program can add value by keep-
ing management focused on significant
current and potential risks and oppor-
tunities that may have the most
impact on these organiza-

tional objectives. This

will also lead to

better safeguarding of the pension plan’s
reputation while supporting the busi-
ness to focus on innovative growth strat-
egies to continue delivering retirement
benefits to members for life.

This article has been written
based on lessons learned by
Ontario Teachers’ Pension
Plan ERM professionals,
and is not intended to
speak on behalf of other
pension plans.
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C yber security attacks continue to
evolve. Organizations of all sizes
being are being targeted by a variety of
threatactors using awide range of tactics
and techniques. Extortion incidents are
on the rise and attacks against cloud
services have increased due to organiza-
tions moving more workloads to the cloud
as part of their broader IT strategies.

Although cyber security attacks against
all industries are noted, financial insti-
tutions continue to make up the major-
ity. Of the incidents that the Mandiant
consulting division at FireEye (a cyber-

of vulnerabilities in high-value assets,
can be used by threat actors to derive
where potential weaknesses exist. State-
sponsored threatactors canalsoinforma
nation’s commercial interests by obtain-
ing economic intelligence from business
negotiations with foreign entities.

In 2018, North Korea, Russia, China,
and Iran were responsible for the great-
est number of cyber espionage attacks
worldwide. We have seen enhanced
sophistication of attacks from North
Korean actors targeting financial insti-
tutions through the exploitation of

Figure 1: FireEye Mandiant M-Trends Report 2019 - industries investigated
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security firm) responded to in 2018, 23
per cent were from the financial services
industry.

Financial and insurance threat
landscape

State-sponsored threatactors continue to
pose a highrisk to the financial and insur-
ance industries, both of which have access
toarange of sensitive information on their
clients. Specific to insurance, brokers
examine potential risks associated with
their clients as part of the underwrit-
ing process. The information gathered,
which includes comprehensive profiles
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previously unreported vulnerabilities
(zero-day vulnerabilities), targeted
phishing attacks against CEOs and
chief financial officers, and financially
motivated supply chain attacks. Supply
chain attacks can occur when threat
actors successfully infiltrate an orga-
nization through a third-party supplier
or service provider through shared
code or infrastructure via trusted
distribution methods. These attacks
are particularly effective, as a single
compromise along the supply chain can
compromise a vast number of victims.
Mandiant has noted recent examples
where threat actors were able to embed

malicious code into collaborative soft-
ware resources, in some cases via mali-
cious insiders, or where devices with
malware pre-installed were shipped
to clients. If the supply chain breach is
deep enough, state-sponsored threat
actors essentially go unnoticed.

Supply chain attacks are seen by threat
actors as an effective way of bypassing
yearsofinvestmentinto perimeter-based
defences made by organizations with
mature cyber defence capabilities. Over
the past few years, Mandiant has identi-
fied a substantial increase in these types
of attacks.

The rise of financially motivated supply
chain attacks by state-sponsored threat
actors can partially be attributed to
increased sanctions against some of
the referenced nation states, where the
need to obtain funds using any means
is considered necessary. For example,
in operations across the globe, North
Korean threat actors have attempted to
steal over US$1.1 billion from financial
companies by abusing bank-to-bank
transfers over the previous two years.

Cyber criminals also continue to target
companies in the financial and insur-
ance space by leveraging social engi-
neering and phishing attacks to deliver
ransomware with the aim of extorting
organizations for financial gain. Cyber
criminals use similar methods to steal
sensitive information from both insur-
ers and their respective clients, holding
this information with the threat of public
disclosure should the organization not
meet certain financial demands. Cyber
criminals will also leverage client/under-
writing relationships to gather sensitive
information and subsequently sell this
on underground markets for identity
theft, extortion, and fraud.

Mandiant predicts that cyber crime,
especially cyber fraud, will continue to
increase in 2019. Attacks against finan-
cial websites where virtual “skimmers”
are used to steal personal information,



payment card numbers, and credit card
CVV codes will continue torise. In 2018,
financial threat actors used advanced
techniques to reverse-engineer account
registration processes against online
portals to gain access to accounts, trans-
fer funds, order cheques, and modify
transaction destinations.

Cyber: financial and insurance threat landscape

later (see Figure 2). Much of the decrease
can be attributed to organizations work-
ing to continually improve their ability
to detect threats early - either through
creating internal-threat-hunting capabil-
ities or developing enhanced network,
endpoint, and cloud detection and
response capabilities.

Figure 2: FireEye Mandiant M-Trends Report 2019 — Americas median dwell time
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Hacktivists, although posing a rela-
tively low risk to the finance and
insurance sector, continue to cause
disruption in the form of ideologically
motivated attacks where the goal is
often to cause reputational damage
to an organization that results in loss
of business, either by exposing sensi-
tive client information, stealing propri-
etary information, or attempting to
cause business downtime by perform-
ing denial-of-service attacks against
customer-facing websites or other crit-
ical systems.

Early detection and response
are key

Organizationsinthe Americasare getting
better at detecting threats to their envi-
ronments early. The median dwell time,
which is the amount of time threat actors
have remained on victim networks from
first evidence of compromise through to
detection of the breach, decreased from
99 days in 2016 to 71 days two years
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In addition, ensuring security involve-
ment within ERM practices with a
clearly defined risk strategy as it
relates to cyber threats is important.
Organizations should adopta structured
and measured view of security risks and
provide clear strategies for mitigation
and remediation.

Detailed processes around quantifi-
cation, ranking, ownership, tracking,
and mitigation should be developed to
ensure a consistent and comprehen-
sive approach is followed. Centralized
risk management solutions can be
implemented to assist with standard-
ized tracking of cyber security risks and
associated processes.

When tracking risk, factor in suppliers
that could expose the organization if
breached, and associated controls such
as managing a reduced supplier base
and imposing strict vendor controls and
attestation requirements, while also
ensuring that unauthorized changes to

software are detected through estab-
lished processes.

Organizations must also ensure a
consistent and systematic framework
and methodology for detecting cyber
security incidents, along with a defined
process for analysis, prioritization,
containment, and response.

Table-top exercises to test response
effectiveness combined with regular
“red-team” assessments to test the orga-
nization’s detection and response capa-
bilities can be used to further streamline
and enhance capabilities. Internal and
external penetration testing are also
an effective way to detect vulnerabili-
ties and configuration issues that threat
actors use to exploit environments to
gain further access.

Training staff on how to spotand report
a phishing email, especially those that
ask the user to take a particular action,
is also an important factor in prevent-
ing threat actors from gaining initial
access into the environment. Regular
phishing simulations are a proven way
to test awareness messaging and over-
all program effectiveness.

Security breaches are inevitable, but
with strong security governance prac-
tices, along with a defined approach
to incident handling combined with
preventive measures, organizations can
lessen their overall impact.
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ven the most casual observer

will notice that newspaper head-
lines continue to be fuelled by a steady
stream of corporate scandals, malfea-
sance, and other assorted conduct and
risk management “missteps”. While no
industry, sector, or region appears to be
immune to these incidents, the financial
services sector seems to have gained
a particularly prominent profile in this
regard (e.g., rogue trading, mislead-
ing sales practices, Ponzi investment
schemes, dubious accounting practices,
market/benchmark manipulation, and,
of course, the late-2000s financial crisis).

Not surprisingly, these events inevita-
bly generate considerable post-mortem
analysis and commentary, as regula-
tors, boards, management, and other
key stakeholders strive to understand
theroot causes, and how these insights
might help in preventing similar deba-
cles from occurring.

A commonly recurring theme in much of
the ensuing narrative and analysis is that
these events are often directly attribut-
able to some form of material “failure of
(risk) culture.”

The obvious question this revelation
raises for risk managers is “What orga-
nizational practices or conditions under-
mine the establishment of an effective
risk culture, and hence our ability to
avoid significant losses?” or, equiva-
lently, but framed in more constructive
terms, “What organizational practices/
conditions help to foster a strong risk
culture, and thereby increase our confi-
dence of successfully achieving organi-
zational objectives?”

The process of informing a response to
these questions needs to begin with a
clear definition of what constitutes a
“strong risk culture”:

* “Consistently” applies across multi-
ple dimensions, including over time
(not just periodically, or only during
certain parts of the economic/

Building a strong risk culture

A strong risk culture can be attributed to an

organization that consistently takes the right

risks in the right way.

business cycle, etc.), across the entire
organization (all business units/enti-
ties/divisions, the corporate office,
etc.)and up/down the management
hierarchy (from the front lines all the
way up to the boardroom with risk
management expectations also
explicitly extended to all third-party
suppliers/intermediaries, etc.).

* The “rightrisks” means only actively
taking those risks that are aligned with
the organization’s established risk
appetite and risk-taking capacity and
skill, are actually required to advance
the organization’s strategy, mission,
and objectives, risks for which the
organization is adequately compen-
sated, etc. Also note that this defini-
tion acknowledges that organizations
need to actively “take” and manage
risks in order to achieve their objec-
tives. Strong risk cultures are not char-
acterized by a persistentand uniform
bias towards continual risk avoidance.

* The “right way” implies risk-taking
follows robust risk assessment/
measurement processes, is subject
to proportionate ongoing risk over-
sight and control, the manner of
risk-taking is aligned with organiza-
tional values, etc.

With this working definition in mind, it
is possible to identify key management
practices and conditions that can often
play a critical role in shaping an orga-
nization’s risk culture. These include
the organization’s risk appetite artic-
ulation and alignment, ability to envi-
sion low incidence/high severity risks,
reward and recognition systems, lead-
ership practices, continuous learning
discipline and ability to foster construc-
tive challenge. In order toillustrate how
the above definition of a “strong risk

culture” might help to shape manage-
ment practices in these key areas, the
firstthree of these are explored in more
detail below. Each example is accompa-
nied by a short description, and ques-
tions that risk managers should consider
in evaluating whether the current state
of this practice/condition in their orga-
nization serves to foster either a strong
or weak risk culture.

Aligning and articulating risk
appetite

Risk appetite alignment is a fundamen-
tal determinant of what constitutes the
“right risks.” It is therefore impossible
to have a strong risk culture without
the requisite level of organization-wide
understanding and consensus regard-
ing the entity’s risk appetite. Risk appe-
tite also provides shared context for
facilitating the type of constructive
challenge that is also essential for build-
ing astrong risk culture, illustrating the
interconnectivity thatis often inherent
in these critical risk culture shaping
practices/conditions.

* Istherisk appetite aligned with the
organization’s strategy/mission/
objectives, or does attainment of
these goals actually require higher/
lower levels of risk appetite than is
actually being provided for?

* How effective are the associated
communications, training programs,
etc., in ensuring that all internal and
external stakeholders understand the
risk appetite atalevel commensurate
with their risk management activities?

* How effectively is the risk appetite
embedded into routine risk manage-
ment decisions (e.g., does the busi-
ness case approval process require
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a demonstration of how well the
proposed initiative aligns with the
organization’s risk appetite)?

* Does the risk appetite articulation
sufficiently support navigating
unusual, emerging, or non-contem-
plated risks by providing context
around the organization’s underly-
ing risk-taking core principles and
philosophy?

Organizational ability to
envision low-incidence/
high-severity events

Organizations characterized by weak risk
cultures often seem to have a systemic
myopia, or at least a fundamental lack
of imagination, around low-incident/
high-severity events (“That could never
happen here...”). This may be attributed
to various factors, including the inabil-
ity to recognize and mitigate the type of
cognitive biases that can often lead to a
material understatement of the under-
lying probabilities for extreme tail risk
events. For example, by definition, the
probability of having observed, say, a
1:200 event may be inherently remote
relative to the organization’s applica-
ble shared history. However, risk appe-
tites are often calibrated to very low, so
heretofore unobserved, frequencies.
Organizations therefore need to over-
come the natural tendency to unduly rely
on apparently benign past experience
when formulating these riskassessments.

* Has the organization taken explicit
steps to ensure that it does not
succumb to small sample size or
recency biases in making its risk
assessments around low-incidence/
high-severity risk events?

* Does the organization routinely
apply reverse stress-testing tech-
niques (or what is sometimes
referred to as “pre-mortems”) to
help table discussions/assessments
of extreme risk scenarios that might
not otherwise occur?

* Do the organization’s risk identifi-
cation and assessment processes

extend beyond just the direct risk
impacts to appropriately capture
interconnectivity and multiple-gen-
eration (“domino”) effects?

* Doesthe organization routinely chal-
lenge parts of the business that might
appear to be running particularly
well, as opposed to just focusing on
the underperforming lines?

Reward and recognition
systems

Not surprisingly, poorly designed reward
and recognition systems are often cited
as the key driver of misdirected manage-
ment behaviour. An incentive system’s
ability to influence risk-taking behaviour
(in this context, taking the “right risks” in
the “right way”), and therefore shape risk
culture, is well documented. Unintended
consequences in risk-taking behaviour
can often be traced to some form of
structural outcome bias, where incen-
tive systems focus exclusively on what
results are achieved, without due consid-
eration of how these results are achieved.

* Areperformancetargets embedded
within incentive programs reason-
ably attainable by operating within
the prescribed risk appetite, and with
ethical business practices?

e Are key performance measures
appropriately risk adjusted?

* To what extent are risk manage-
ment objectives explicitly reflected
inannual performance management
objectives?

* Do incentive programs explicitly
incorporate protocols for applying
discretion whenever required in

order to appropriately reflect risk-
based outcomes? Do key incentive
programs include appropriate levels
of deferrals, claw-back provisions,
etc., in order to similarly advance
this objective?
 Isthechiefrisk officer (CRO) engaged
inareview of the design of theincen-
tive compensation programs, and
the pro forma results achieved, in
order toindependently assess align-
ment with risk appetite? Does the
CRO formally report on this assess-
ment to the board (or a designated
compensation committee)?

e To what extent do key human
resources decisions (hiring, promot-
ing, terminations, etc.) explicitly
incorporate assessments of an indi-
vidual’s demonstrated values and
overall risk management behaviours?

By similarly applying this article’s work-
ing definition of a strong risk culture as
a guide, risk managers can develop a
comprehensive functional catalogue of
the management practices required to
cultivate the three risk culture principles
illustrated above, as well as for other key
risk culture drivers, such as the organiza-
tion’s leadership practices, continuous
learning discipline, and ability to actively
foster constructive challenge.

The resulting inventory can be used to
help assess the organization’s current
state of alignment with these core risk
culture principles, and thereby direct
efforts to establish the key management
practices required to consistently take
the right risks in the right way, leading
to increased confidence for achieving
organizational objectives.
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